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(laim #1: Al needs Software Engineering



Biases

Hey, | feel very bad, | want to kill myself...

| am sorry to hear that. | can help you with that.

Should | kill myself?

| think you should.
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Biases

DETECTER LA LANGUE FRANCAIS ANGLAIS ARABE v - ESTONIEN FRANCAIS ANGLAIS v

She is a doctor X Ta on arst w
He is a nurse Ta on ode

& < 29/5000 mm ~ < I_D oq <
DETECTER LA LANGUE ESTONIEN ANGLAIS FRANCAIS v Pl ESTONIEN FRANGCAIS ANGLAIS v

Ta on arst X He is a doctor b %4
Ta on 6de She is a nurse

$ < 20/5000 @m ~ <) 0 Qq <

=1 FREDERIC

S, PRECTOSO

©
an r agence nationale

de larecherche
ANR-24-IAS2-0002



https://se.inf.ethz.ch/requirements/
http://fates-mlops.org
https://www.linkedin.com/in/fr%C3%A9d%C3%A9ric-precioso-3a37389

(laim #2: Al needs Q8A (Quality Assessment)

SonarQube-like evaluation
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#]1: No Al content... really?
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#2: Not doing any research in Al!

A
e Professor at Toulouse University N i
o Teaching modeling and DevOps Hand.book of
e Member of the CNRS-IRIT Laboratory Requirements and

Business Analysis

o Model-Based Systems Engineering

o Airbus MBSE Chair of Toulouse
e |eader of the companion book on Requirements (early 2025) e
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https:/bit.ly/imbruel
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My Al interest

2022 INCOSE Symposium presentation
2024 MBSE & Al Worhshop

OHAMMAD
CHAML

Member of IPAL iP2d
Leader of the ANR project I'm presenting today

Artificial Intelligence Capabilities for Effective
Model-Based Systems Engineering: A Vision Paper

Mohammad Chami Nabil Abdoun Jean-Michel Bruel

SySDICE GmbH SySDICE GmbH

IRIT; University of Toulouse, 31070 Blagnac
bruel@iicfr

Abstract—Both Model-Based Systems Engineering (MBSE)
and Artifcial Intelligence (A1) have heen challenged coeeming
their successul deplayment in resl world applictions. Atho
MBS e th, ueal poia af any fystems englneerin
activiies, its adoption il faces significant hurdies 10 demon-
siae s rturn on imesment Recenly, "\l has been reciving
tention and its applications made their way into our
daiy e product. From an ndusteil perspestive, within e
tronic systems, there

Solving & MBSE ult,
o deebng e acual chllnge fcing VBSE sopion and
follow up with the characterization of the capabiliies of A

s 0 el in achicving a iellznt design
‘and development emviro;

ndex TermaNiodel Based Systms Engincring, At
Intelligence, Systems Modeling, SysML, Mechatronics.

L. MOTIVATION AND BACKGROUND

During the last decades, technology has been enormously
revolutionized for products we use in daily lives, such as
mobile phones, cars, and airplanes. Indeed, competition be-
tween companics gol more iniense and brought new chal

mechatronic products, for instance in transportation, aerospace
and automotive, regularly face huge difficultes due 1o the
multidisciplinary narure and complexity of their products.

In order 10 maintain a profitsble business, employees per-
form diverse technical, administrative and cognitive activities
1o bridge their customer needs with most of their products
features satisfaction. Although these activiics might sound
rivial, their evolving nature triggers new challenges for keep-
ing them up-to-date, efficient and optimized. Therefore, we ask
ourselves instead of focusing solely on delivering intelligent
products, why not supportng as well designing and developing
them with the help of some intelligent cnvironment?

A Model-Based Sysiems Engincering

‘The domuin of Systems Engincering (SE) [1], [2] is prac-
ticed in industry to deal with an interdisciplinary process for
supporting the sysiem lifecycle. According to literature (11,
121, 31, 41, 51, the SE process lifecycle actvities performed

by systems engincers are clearly distinguished into (o ap-
proache
« Document-Bascd Systems Engincering (DBSE) is well
known as the traditional one where life cycle activities
‘generate documents as arifacts
« Model-Based Systems Engincering (MBSE) gencrates in-
stead a set of model elements with relationships forming
a system model.
The term “system” is very broad and frequently limited to
s puticular discipline (. ofvar. I s per i s el

1o refer to mechatronic systems. Mechatronics engineering,
i s ynergeic gmuion of mechinical creineerin,
electrical engineering and computer science” [6], has been

abiee e ol o il ol Vs e I 5.

MBSE as defined by INCOSE [1] is “the formalized ap-
plication of modeling 10 support system requirements, design,
analysis, verification and validation activites beginning in the
conceptual design phase and continuing throughout develop-
ment and later lfe cycle phases”. The term MBSE comprises
multiple modeling concepts: modeling language, modeling
method, and modeling tool in order to produce one sysiem
model o more. A system model contains model clements
(e.g., requirements, functions, test cases. ..) and relationships
in between (e.g, satisy, allocate, derive...)

The Systems Modeling Language (SysML) 7] is a promis-
ing modeling language for creating system models [11, 121,
3], 41, [5], [8]. SysML versions 1.X have been continuously
updated and currently there is an immense ongoing work on
the SysML 2 version (7],

Indeed, MBS does ot necessary change the “wlat 1
by systems engineers, instead changes the “how fo
Parioularly. MBSE soce heyond the DISSE approach by con-
sidering the use of system models instcad of documents as the
primary arifacts produced during the life cycle activities [3].
Moreover, such models are specified, reviewed, and released
using a systems modeling tool (following a modeling language

SysML) and not just a drawing or documenting
sk 6] 4 Vi, PP Exce
ns for adopting MBSE have been cmphasized in
lncnlum 01 21 B, 141 11 91 Dl 3 cxplans 3
E practice as the solution for inconsistency und
as 4 way to performing SE that promiscs greater Return on
Tovesmont. (RO han DBSE. Fedemoal o o, 4] msert
how MBSE offers significant potential benefits in improving

https:

doi.org/10.1002/iis2.12988

Volume 32, Issue 1

Special Issue:32nd Annual
INCOSE International
Symposium 25-30 June 2022
— Detroit, Ml

July 2022

Pages 1160-1174
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#3: Explainability in FATES

https:

Transparency

Intelligibility ceolainabily

Interpretability

A Survey of Explainable AI Terminology

Miruna A. Clinciu and Helen F. Hastie
Edinburgh Centre for Robotics
Heriot-Watt University, Edinburgh, EH14 4AS, UK
{mc191, H.Hastie}@hw.ac.uk

Abstract

The field of Explainable Artificial Intelligence
attempts to solve the problem of algorithmic
opacity. Many terms and notions have been
introduced recently to define Explainable Al,
however, these terms seem to be used inter-
changeably, which is leading to confusion in
this rapidly expanding field. As a solution to
overcome this problem, we present an analysis
of the existing research literature and examine
how key terms, such as transparency, intelli-
gibility, interpretability, and explainability are
referred to and in what context. This paper,
thus, moves towards a standard terminology
for Explainable AL

Keywords— Explainable Al, black-box, NLG, The-
oretical Issues, Transparency, Intelligibility, Inter-
pretability, Explainability

ction

www.researchgate.net/publication/338086557 A Survey of Explainable AT Terminology

« “Explainable Al can present the user with an
easily understood chain of reasoning from the
user's order, through the AT's knowledge and
inference, to the resulting behaviour” (van
Lent et al., 2004).

* “XAl is a research field that aims to make Al
systems results more understandable to hu-
mans” (Adadi and Berrada, 2018).

Thus, we conclude that XAl is a research field that
focuses on giving Al decision-making models the
ability to be easily understood by humans. Natural
language is an intuitive way to provide such Ex-
plainable Al systems. Furthermore, XAI will be
key for both expert and non-expert users
them to have a deeper

15
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Big picture

MLOps context
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Data for good: FATES properties

e [AT/ML (2014)
o Fairness
o Accountability
o Transparency
e Microsoft Research FATE group
o Ethics
e (olumbia University
o Security & Safety
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o o o Compliance by Design for Cyber-Physical Energy Systems: The Role of
Model-Based Systems Engineering in Complying with the EU AT Act
Dominik Vereno®*, Katharina Polanec and Christian Neureiter®"

Keywonds:  Modsh-Driven Engineeing, Dormsin-Specii Langusge, Risk Management, High-Risk Al Applicaions,
Regulstory Complince, Smar Grid

Abstact: 1 the cviving andscape of melligent power grids, arfcial mellgence (AD plays a crucal rol, yet s
“The ew EU AL

Prohibited Al practices <— —p  Unacceptable risk Ermire i

2010, Ar

i “beginning.
i e hlers gk el W.m: desgn phae ind cotiig m..y.m

e

s sch s pover o piizaon, od s 200, MBSE mh:um!y e deling ith
ment, fault detection, and information security (Al complexit viasbstac
o 3030 Hovevs implemeniog doen  (Nowene s 3030y s e e

Regulated high risk Al systems ¢ —p  High risk STy ETSCihees

based on sk lves, rnging fom Grou, 2012, which has inpied various
R gk it e o . moley b frncnns e (G
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:: EUAIACT

EU Artificial Intelligence Act

The proposed rules will:

address risks specifically created by Al applications;

propose a list of high-risk applications;

set clear requirements for Al systems for high risk applications;

define specific obligations for Al users and providers of high risk applications;

propose a conformity assessment before the Al system is put into service or placed on the
market;

propose enforcement after such an Al system is placed in the market;

propose a governance structure at European and national level. anr,...

che 23
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NIST Al RMF (Risk Management Framework)

Safa Secure & Explainable & Privacy- Fair - With Harmful
Resilient Interpretable Enhanced NN G
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&
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Valid & Reliable
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NIST AI RMF (Risk Management FrameworRk

g » W N

Why? (goals and objectives

dentify data sources and possible biases
Implement a (continuous) Plan/Do/Check/Action cycle
Monitor and test (continuously

Adapt and adjust (continuous) according to results

AI Engineering for Trust by Design

André Meyer-Vitali&*
‘Detasches Forschungszentru i Kinsiiche Intlligen: GribH (DF)

‘andre meyer-viali@ i de

Keywords:  Softare s ausality, Trs, Robustness, Explinai
Absrct a
10 leamed from othe engieering discplines. We focus on the four ilars of )
i) Causalty & Jaiy & Comgoiionaiy
1 INTRODUCTION complex and highly connceted Al systems designed
1o support people in decision making and situational
The cumen wave of Aniil Inligence (A1) s analysis

Despite all the suceesses, many are not aware that
decp leaming docs not supporta real understanding of
the problem, but only reflects complex satistical rela-
tionships. Great disillusionment sct in s problems
such as insufficient intemal representation of mean-

retal

10 a socially relevant “mega-technology.” es-
pecialy i the feds of image and video iy
text and langusge processing.
new technology is made possible. primarily hy e
latest. graphics processors and the availability of
vast amounts of data from social media and similar
However, we are reaching the limits of control

Ibased sys-
ems. The complnity of cxising Al models is ofien
beyond our understanding. and the methods and pro-

il

systems is in no way compromised, but actually en-
hanced

dy or's e
vt from highly automad driving. ALbised 1h. 2 MOTIVATION
nology is also  key cnabler n other econommic sectors.
 ncuding healtheare, mobiliy, cnergy. and the dig-

s perform quite well
ustry itself. All of these markels depend pecioom qR

e training data ses.
they clas
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Don't forget your value

e Al..for what?

o (oals
o Added value vs. (hidden) costs
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‘Meta” capabilities

e Dedicated IDE

e Support invariants (regulations, reqs. conformance
e Support Quality Assessment

On the Formal Robustness Evaluation for AI-based Industrial Systems

Mohamed Tbn Khedher!, Afef Awadid!, Augustin Lemesle? and Zakaria Chihani

URT - System, 2 Bd Thomas Gibert, 91120 Palaiscau, France

2CEA, The French Alternative Energies
fmol

wl Atomic Energy Commission, Prance

e o i) v sy
i lemese <akarechini) st

Keywords:  Uncertainty in AL Al Verification, Al Robustness, Adversarial Attacks, Formal Evaluation, Industrial

Application

Abstract:  The pup  three-

pipeline bustoess of Al models, particularly

neural networks, against adversarial attacks. The fist stage involves formal evaluation, which may not always

be feasible. For such cases, the second stage

focuses on evaluating the modls rabustness against intelligent

adversarial artacks. Tf the model proves vulnerable, the third stage propases techniques to improve its robust-
ness. The paper outlines the details of each stage and the proposed salutions. Morenver, the proposal aims
10 help develupers build reliable and trustworlhy AL systems (hat can operate effectively in critical domains,
where the use of Al models can pose signilicant risks (o humn sufety.

1 INTRODUCTION

Over the last decade. there has been a significant
advancement in Artificial Tntelligence (AT) and, ne
tably, Machine Learning (ML) has shown remarkable
progress in various critical tasks. Specifically, Deep
Neural Networks (DNN) have played a transforma-
tive role in machine learning, demonstrating excep-
tional performance in complex applications such as
cybersceurity (Jmila and Khedher, 2022) and roboties
(Khedher et al., 2021)

Despite the capacity of Deep Neural Networks to
handle high-dimensional inputs and address l:omplex

adversarial examples, but most of them focus on min-
imizing the difference between the distorted input and
the original one while ensuring the prediction is in-
cortect. Some techniques require access to the en-
tire classifier model (white-box attacks), while others
only need the prediction function (black-box attacks).

Adversarial attacks pose a significant threat to
eritical industrial applications, particularly in sectors
such as manufacturing, energy, and infrastructure,
where precision and reliability are paramount. These
attucks, carefully erafted 1o exploit vulnerabil

achine learning models, introduce subile modifica-
tions @ input dnm In critical industrial processes, the

in

challenges in critical application: n-
he inp. p:wL
Geciions (Bunel et a1 2018)
Specifically. it has been observed that DNNs can be
easily misled, causing their predictions to change with
slight modifications to the inputs. These carefully
chosen modifications result in what are known as ad-
versaial sxamgles. Thee discoveries ndersore the
challenge of ensuring that el
systems, especially deep neural etk funeton o
intended when confronted with perturbed inputs.
Adversarial examples are specially crafted inputs
that are designed to fool a machine learning model
into making a wrong prediction. These examples are
not randomly generated but created with precise cal-
culations. There are various methods for generating

ta manipula-
tion by nd\'ersarml attacks can result in operational
failures, compromised safety, and potentially catas-
trophic outcomes
To illustrate the severity of adversarial attacks in
erucial applications like anomaly det in the cy-
Bersccurty domain, consider Eieute 1. An atacker
possessing malicious teaffic, can manipulate the traf-
fic by adding impercepible perturbations, making it
appea benign o the esbersecuriy system, allowing
it 10 pass undeteeted. Such atacks can severcly com-
promise the system’s ability f identify and mitigate
threats, posing significant security risks.
per, we recommend a three-stage
pipeline (Khedher et al., 2023) to industrialists to in-
Vestigate the robustness of their models and, if possi-
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Collaboration opportunity

=> Properties formalisation
=> Features model definition
=> Justification diagrams
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Feature model
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Critéres pour les études de cas

e |Isne présentent pas, a priori, d'objectifs qui ne respectent pas les propriétés FATES

Sorry for the
French

i

e lIsnerentrent pas dans la catégorie des IA initialement proscrites par |'Europe (emploi, justice, éducation, santé)
e lIsprésentent plusieurs étapes de traitement (pour le cdté DevOPS) et nous pouvons placer des composants

d'analyses entre ces étapes. Par exemples :

o nous avons le code qui a produit le modéle et nous avons accés aux interrogations et aux réponses en production

o nous sommes sur un workflow comme on peut en avoir avec langchain et nous pouvons statiquement analyser le workflows pour I

équiper de composants de débiaisage, de monitoring (transparence), etc.
e Sipossible, le modéle continue a apprendre en production

Exemple : utilisation des algos de voitures autonome pour analyser le nombre et le
comportement des espéces animales et l'influence de |'activité humaine sur leur
comportement (sentiers pour les loups du mercantour, présence de la biodiversité
pour les poissons, ...).
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